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PineApp Rolls Out ZombiCop
PineApp announces new ZombiCop in fight against 
increasing threat from Zombies

APRIL 11, 2008 | IRVINE, Calif. -- PineApp, a global leader in securing networks and
email systems, has launched its new ZombiCop solution for ISPs to block the 
growing volumes of spam from zombie computers that is increasingly resilient to 
existing anti-virus or anti-botnet defences.

Zombie computer networks, comprising desktops or servers that have been attacked 
and compromised by a Virus or Trojan-horse, account for more than 95% of spam 
worldwide. They have the ability to break through conventional layers of security 
around the enterprise and end user to carry out massive distributed denial of service 
(DDoS) attacks as well as send malware, phishing emails and viruses.

With pressure on ISPs to prevent zombie attacks emerging from their networks, 
PineApp ZombiCop works by filtering zombie traffic at the perimeter and classifies 
over 50 million IP addresses, weeding out the majority of malicious attacks. It also 
uses a combination of advanced methods to detect zombie behaviour patterns and 
threats, including an IP reputation profile engine that assesses risk and identifies 
likely sources of zombie emails, while providing a scalable and cost efficient 
infrastructure for ISPs, saving bandwidth usage and providing business continuity. 
With ZombiCop, unwanted communication is blocked and ISP mail-server blacklists 
are significantly lowered.

PineApp ZombiCop can be used as a 'passive inspection sniffer', alerting the ISP 
once a zombie is detected; or as an 'active policy enforcer', blocking or reducing 
traffic generated from a detected zombie IP. It can also be used as a 'smart traffic 
analyser', adding content inspection layers and the ability to detect other protocols, 
such as P2P and VoIP.

PineApp Corp.
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ENTERPRISE VULNERABILITIES

Vulnerability: Tumbleweed 
securetransport_server_app
Published: 2008-04-11
Severity: HIGH
Description: stack-based 
buffer overflow in the 
iactivextransfer.filetransfer
method in the 
securetransport filetransfer 
activex control in 
vcst_en.dll 1.0.0.5 in 
tumbleweed securetransport 
server before 4.6.1 hotfix 
20 allows remote attackers 
to execute arbitrary code 
...

Vulnerability: cups CUPS
Published: 2008-04-10
Severity: MEDIUM
Description: multiple 
integer overflows in (1) 
filter/image-png.c and (2) 
filter/image-zoom.c in cups 
1.3 allow attackers to cause 
a denial of service (crash) 
and trigger memory 
corruption, as demonstrated 
via a crafted png image.

Vulnerability: Python Software 
Foundation Python
Published: 2008-04-10
Severity: HIGH
Description: integer 
signedness error in the zlib 
extension module in python 
2.5.2 and earlier allows 
remote attackers to execute 
arbitrary code via a 
negative signed integer, 
which triggers insufficient 
memory allocation and a 
buffer overflow.

Vulnerability: Samba rsync
Published: 2008-04-10
Severity: HIGH
Description: buffer 
overflow in rsync 2.6.9 to 
3.0.1, with extended 
attribute (xattr) support 




